Working from Home using your Own Device

In this document:

Installing the Citrix Workspace dpp
Reaistering for Microsoft Multi Factor Authentication (MFA)
Accessing the Merton network remotely|

Installing the Citrix Workspace app

In order to use your own non-Merton computer to connect to the Merton Gateway,
you will need to install the Citrix Workspace app first.

How to install the Citrix Workspace app

1) Download the latest version of the Citrix Workspace app
https://www.citrix.com/en-gb/downloads/workspace-app

Citrix Workspace App

Workspace app for Windows
 Subscribe to RSS notifications of new downloads

® Workspace app for Windows

Citrix Workspace app 2002 for Windows

2) Follow the on screen steps to install the app, and click Start:

'@ Citrix Workspace =

Welcome to Citrix Workspace

Citrix Workipace app installs software that allows access to
virtual applications that your organization provides,
including software that allows access to the applicatians
that use your browser.

.i"%"cl'rk'-'-l‘l:)acIE - Allow applications access to your webcam and
microphone.
- Allow applications to use your location.
= Allow access to local applications authorized by your
company.
- Save your credential to sign in automatically.

Click Start to set up and install Citrix Workspace app on
your computer.



Tick the box to accept the license agreement:

@ Citrix Workspace *

License Agreement

You must accept the license agreement below to proceed.

CITRIX LICENSE AGREEMENT

Use of this component is subject to the Citrix license or terms of service
covenng the Citrix product(s) and 'or service(s) with which you will be using
[this component. This component is licensed for use only with such Citrix
product(s) and or service(s).

CTX_code EP_R_A10352779

E | accept the license agreement

Instail Cancel

3) The App will begin to install. Please be patient, this may take a few minutes.
Y

Installing Citrix Workspace app.-, @

4) Once the installation is finished, you should see this message.
X Don't click Add Account
Click Finish:

(B Cinis Worlspace -

CITRIX

« Installation successful

¥ you recened matnactions to sef up Cire Wiorkipace app
with pour email o 3 seneer address, ok Add Aoosunt
Othermise, Ok Finish, and you can et up an accourd lates




5) You will need to restart the computer for the installation to complete:

Ciiny Workspace

Wou must restart your computer to complete the instaliation
Do you want to restart now?

]| w

6) After installing the Citrix Workspace app, you will also need to download the
Citrix HDX for Skype app if you are working from your own device.
The app can be downloaded from this site: https://www.citrix.com/en-

gb/downloads/citrix-receiver/additional-client-software/hdxrealtime-media-
engine.html

=) Version 2.9

HDX RealTime Media Engine 2.9 for Microsoft Skype® for Business

Mar 6, 2020

{.hitim) B Download File

7) You need to select the option for HDX for Microsoft Windows or Apple Mac.

HDX RealTime Media Engine 2 x supports Microsoft Skype® for Busi
Senver 2015, Microsoft Lync® Server 2013 and Office 265™ (Skype® f

HDX RealTime Media Engine 29 for Windows

Mar &, 2020
44.7 MB - [2xe] B Download File
Checksums

SHA-256 - 2b263B012835CaT07CB6217345145061010100d153 053 1€ 0571534180
HDX RealTime Media Engine 2.9 for Mac

Mar & 2020
PERYTINP NN o oo

8) Follow the prompts to install the Citrix HDX app



9) You will need to accept the licence agreement as shown below

|42

Welcome to the Citrix HDX RealTime
Media Engine 2.9 Setup Wizard

It is strongly recommended that you exit all Windows programs
before running this setup program,

el Click Cancel to quit the setup program, then dose any programs
Citrix HDX you have running. Click Next to continue the installation,

WARNING: This program is protected by copyright law and
international treaties.

Unauthorized reproduction or distribution of this program, or any
portion of it, may result in severe dvil and criminal penalties, and
will be prosecuted to the maximum extent possible under law.

ﬂ Citrix HDX RealTime Media Engine 2.9 Setup = X

End-User License Agreement
Please read the following icense agreement carefully

Citrix HDX

Last Revised: January I, 2019 X
CITRIX LICENSE AGREEMENT

This is alegal agreement (" AGREEMENT") between the end-user customer

("vou"), and the providing Citrix entity (the applicable providing entity is

hereinafter referred to as "CITRIX"). This AGREEMENT includes the Data
Processing Agreement. the Citnix Services Secunty Exhibit and any other

documents incorporated herein by reference. Your location of receipt of the Citrix
product (hereinafter "PRODUCT") and maintenance (hereinafter

"MAINTENANCE") determines the providing entity as identified at
https://www.citrix.com buy licensing /citrix-providing-entities html. BY v

1 accept the terms in the License Agreement

Frint Back Next Cancel
ﬁ Citrix HDX RealTime Media Engine 2.9 Setup = x
Ready to Install the Application Citrix HDX

Click Install to begin the installation, Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back Install Cancel

You may be asked to restart the computer after the Citrix HDX app has
installed.



Registering for Microsoft Multi Factor Authentication
(MFA)

Anyone accessing the Merton network remotely should be registered to use the Microsoft
Authenticator.

» Register your mobile to receive a text message each time you attempt to login

or
o If you don’'t own a mobile phone but have access to Merton Laptop Choose office
phone to receive a call

or
e Install the Microsoft Authenticator app on your mobile

You Only need to choose One OPTION from the three below;
OPTION 1 — Setting up the Text method

e From a web browser please go to: htips://aka.ms/mfasetup

e Click Next to continue:

More information required

FOUF ONJANISATIoN MNgeds More INTSNmanton o Kasp




¢ Choose | want to setup a different method and click Next
/
Keep ypur account secure

Vi By al b Lal ¢ B Tl Tl Thek PSSOt & Delds O Pl Wl el R

E:-'..Jﬂ lr_h.r,_/r.'thlrg the app ]
L]
o g, el Trop M ap DT My O DL b0 e A a
FALEE B W LPE R AT L0 B O i e JPeleBed TMERE
1 i 3%pee ]

-

e Select Phone from the drop down list and then click Confirm.

Keep your account secure

Start by |_||-!‘||||-:| thie app

Q

Choose a different method

Wbk me Fod would wou bke 1o el

Phar

e N




e Select United Kingdom from dropdown list.
e Enter your mobile phone number into the field and ensure that Text me a code is
selected. Click Next

Keep your account secure

Your organization requaned you 1o St up the folowing methods of proving who you are

Yiou can prove who wou are by ancwening & call on your phone or texting & code to your phone

REA s ok 3 pan i & ko

Ursbed Kanoiom (+44) - g

) Teut me & code

Call me

Message and dils rales mby apply

il B0 1 a5 3 chiffprent method

e You will receive a 6 digit code to the mobile number entered.

o Enter this code in the field as shown to validate the setup and click Next

Keep your account secure
"igaa QIGNRTIHON regeant vl 0 pEt e e Poligwerag e thasdh of prgeeng wheg vou o
T i lp bl TERETARN Trige T Cod ol ]
Bk
Lok bo sef i b @fferen e o

e Click Next to finish the setup and then close the browser session.

Keep your account secure

25 varfed Your pheorw wid risgr tered secrfull]




OPTION 2 — Setting up the Office Phone method

This option is only to be selected for staff who do not own a mobile phone but have
access to Merton Laptop.

e From a web browser please go to: https://aka.ms/mfasetup
e Click Next to continue:

—
==

More information required

athen rEas mots indormation 1o bee

ST BULDUR SElUTE

o Choose | want to setup a different method and then click Next

Kee your account secure

Vo SFGarTahOn fefryi yOu I3 W1 LR N TOSDMANG METhods o Brovwng Wha yOu &F

- Loncand bo 3t um s difwoesit e e



Select Phone from the drop down list and then click Confirm.

'{'EE'_‘-.‘- your account secure

Start by getting the apj
L
: L MC0rs Gifengnt met i
Wbnch method would wou ke 19 ue
Phog
coes |
L& I

Select United Kingdom from dropdown list.
Enter your office telephone number into the field and ensure that Call Me is
selected. Click Next

Keep your account secure

Yol QgnIZMIon requres you 10 set up the following methods of proving wha you ane

Phone

Youi CRN DROVE WD yOU 35 Dy BREwWenng 5 Call on your phone OF teting &S00 19 your phaons

What phone number would you like 1o we?

208545XXXX

United Kirgdiom (+44) v

Taxt me 3 code

Message and data rates may apph. Choosing Next means that you agree 10 the Terms of serdce ;
el B EatETsnL

You will receive a call via skype, answer the call

Phone

[.'.'e re calling +44 2055454000 row.




e On the skype number pad press # to verify

prom A b

& & &

Mzl “marhir - Davke

e Click Next

e Click Done to finish the setup and close the browser session.

[.' eat joon pu have successfully set up your secunty nfo. Chooss "Done” fo confinue signing ]

Defnult sign-in methsd: Phong - call 20050

Qo T e




OPTION 3 — Setting up the Microsoft Authenticator App method

e Toinstall the Microsoft Authenticator App, you will need to download this app from
either the App Store or Google Play Store before you can proceed:

e Once you have downloaded the App, you will then be prompted to choose the type of
account. Please choose Work or School account:

ACCOUNTS ADD ACCOUNT

What kind of ool Bk yoa Sy ?

Perponal sscount

| |
= Werk or whanl sdccnd
R Oatbupr (nghe, Facsbock, #ic)

Let's add your first account

At Bl

e You will then be prompted for a QR Code:

e From a web browser on your computer go to: https://aka.ms/mfasetup

e Click next to continue

KE‘E‘[J WOUF aCCount secure

(I = )

e Please use your phone’s camera to scan the QR code displayed on your
computer screen not the code on this document.

e Once you have done so, you will then receive a notification on your phone to approve
the application.



Keep your account secure

Scan the QR code

e Once you approve the application, the screen will then change:
e Click Next and close your bowser session.

H.-E'E'IL'I Wour account secure

If you have any issues, please email mfasetup@merton.qgov.uk.

Should you encounter any problems, please DO NOT contact
the IT Service Desk. We will endeavour to contact you as soon as

possible.



Accessing the Merton network remotely

Ensure you have your MFA registered device to hand before attempting to sign in.

From a web browser go to https://mfa.merton.gov.uk
Enter your network user name and password and press Log On

Please sign in to begin your secure session.

Please have your MFA device ready to receive your authentication

Issues Logging in?

If you are having trouble logging in or receive a message stating "Invalid Credentials”. this
could indicate that your netwark usermame or password may have been entered incorrectly. or your Security Token may be locked.

To reset a Security Token please click here
To unlock or reset your Network Password please click here

Please note: If you have not yet enrolled to use the Password reset facility,
these options will NOT be available and you will need to contact the IT Service Desk (0208 545 3563) to reset your password

If you have registered your mobile phone to receive a text code then you

will receive a code from Microsoft. Enter this code into the screen below
and click Submit

Microsoft

T

Use verification code
667860 for London
Borough of... authen-
tication.

Additional Information Required

Please type your response below.

Enter “Your Microsaft verification code

At ———

Submit




If you have registered using the Microsoft authenticator app:

* Open the app and enter the one time passcode on the screen. If you
receive an approve prompt then click approve

< &

[\&‘| London Bor...
0365kumar.Test@...

Notifications enabled
You can use this device to approve
notifications to verify your sign-ins

Approve sign-in?

One-time password co...

©'269 000

[ Enable phone sign-in »

London Borough of Merton
0365kumar.Test@merton.g

ov.uk

If you have registered your office phone (Merton Laptops Only)

- Toreceive the code, you will receive a
call via skype

« Answer the call and press the # key to
verify

+1 (855) 330-8653

is calling you

Options = Ignare




If you have registered your mobile phone to receive a call

* You will receive a call from Microsoft on your mobile
* Answer the call and press the # key on the keypad to verify

+1(855) 330-865¢2 +1(855) 330-865¢

Troubleshooting:

If you are having problems logging into the Merton Gateway, and you receive a
message stating ‘invalid credentials’ - this normally means that your network
account is locked. Follow the links on the page for assistance in unlocking your
account or your security token.

If you are experiencing additional problems and/or certain error messages, such as:

« A message stating “Cannot connect to Xenapp...”
« You cannot see the option/screen for Own Device Desktop

A message stating: “A Citrix plug-in is missing...” or, any
other error Citrix related messages:

Then this normally means you will need to re-install the Citrix Workspace App.
Perform the usual steps to uninstall software from your own computer, and
uninstall the Citrix Workspace App. You will then need to repeat the steps from
page 1 of this document to install the Citrix Workspace App again.

Additional Help:

If after you have successfully installed the Citrix Workspace App, you are having
problems logging into the Merton Gateway then please contact the IT Service Desk
at Merton (Tel: 020 8545 3563 — Monday to Friday 8am to 6pm).

Note: For staff using their own devices, we are not able to offer help with the
installation of the Citrix software, we can only assist with the connection or logon to
the Netscaler gateway.



Important: The IT Service Desk is only able to assist you with your connection to the
Merton Netscaler Gateway, but we are not able to assist with technical problems
related to your own personal computer or software. Additionally, we also ask that
staff do not attempt to bring their personal computers/laptops into the IT Service
Desk for technical support, as the current IT Support policy forbids us from providing
technical support your own hardware or software.



